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SECURITY CONSULTING OVERVIEW
Check Point Architecture and Cyber Risk Consulting delivers assessment and architectural 

analysis and recommends designed to assist any organization looking to understand, address and 

manage their cyber security technology gaps and cyber risk profile.  

Our seasoned and dedicated consulting group collaborate with you and your team on a broad 

range of pure-play consulting activities that include;  

Cyber Security Risk Assessment 

Security Architecture Workshops 

Cloud Transformation Sessions 

C-Level Advisory Services

AUDIENCE 

 CISO, CIO, CTO, CFO and Security Executives

are looking for an accurate and proper picture of

the organization's cyber security risk profile.

 Security Engineers developing cyber security

architecture and technologies

 Enterprise Security Architects

 DevOps and DevSecOps teams

 SOC Team

 IoT/Operational security teams

 NIST and CIS assessment teams

BUILDING BLOCKS 

We leverage industry-standard control-based frameworks, control sets, models, and methodologies, including; 

 Zero Trust Architecture

 SABSA Enterprise Security Architecture Framework

 NIST Cyber Security Framework (CSF) Assessment

 NIST SP 800-53 and NIST RMF

 Risk and Threat Modeling

 Center for Internet Security CIS Critical Security

Controls

 Cloud Security Alliance Cloud Controls Matrix

 MITRE ATT&CK mapping

 Perdue and IoT frameworks

 Check Point Best Practice

CHECK POINT SECURITY 
ASSESSMENT AND 
CONSULTING  
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CHECK POINT ENTERPRISE SECURITY ARCHITECTURE FRAMEWORK V2  

The foundation of all our assessment and workshop activities is our CESFv2 framework, which ensures that all 

recommendations are based on informed architectural, business-driven decisions and are cost-effective, sustainable, 

and scalable. CESFv2 is an open and accessible framework designed on the following principles; 

 

 Technology choice must be accountable to a 

business justification 

 Security requirements must be traceable to 

the security solution 

 Good architecture requires detailed analysis 

 Security architecture should be proportional to 

an organization's risk appetite and operational 

capability 

 No one can do everything, even in security 

architecture 

 Good architecture respects operational 

capability, budget, and appetite 

 Security architecture and design is a cyclical 

process

 
Fig: Check Point Enterprise Security Framework VERSION 2 

SECURITY WORKSHOPS 

Our security workshops are the primary vehicle for delivering our consulting services and architecture sessions. 

Engagements are always led by a Global Enterprise Architecture in conjunction with local and regional solutions architects 

and subject matter experts. The timeline below shows how a typical workshop activity is planned and executed. 

Fig: Standard Workshop timeline 

MDR, IR, Account services, life-

cycle-management.  

Control review and customisation 

of risk frameworks 

SABSA modelling. 
NIST, ZTX & CIS assessments.  
Vulnerability and inventory scans. 
Security posture assessment.  
Cyber Risk assessments. 
 
Workshops for (“as-is”) and (“to-be”) 
security architecture.  
Target architectural models. 
Compliance and regulatory 
requirements 
 
Target Security Architecture. 
Governance Framework development.  
Zero Trust Architecture 

LLD delivery 
Product deployment and 
installation 
Configuration, policy suggestion 
and optimization training. 
 
Solution and products design 
based on the target architecture  
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We know that each client is different and has unique challenges and requirements. We meet this challenge by building 

multi-disciplinary physical or virtual teams, meaning you benefit from a broad range of skills and team alignment designed 

around the scope of work and desired outcome. 

Since our CESFv2 process was born from SABSA architectural practices, each workshop is designed around 

engagements with all strata of our client's organization. The table below shows the typical layered approach we take for 

our workshops. Each layer addresses a different part of our client organization, and the engagement is driven by Check 

Point specialists. 

 

Sabsa layer Cesfv2 layers Description Customer representative Check Point 

Context Assess 
Security assessment , risk analysis 

, nist/cis 
CISO / CIO Security auditor (esa) 

Concept Architect 
Process-led architectural review 

and recommendations 
Architect 

Global enterprise security 

architects (esa) 

Logical & 

physical 
Design Logical best-practice design 

Lead engineers and design 

team 

Solutions experts and solutions 

architects, engineers 

Component Deliver Low-level design and configuration implementation engineers Professional services 

Management manage Continuous improvement Operations and soc teams 
Incident response & account 

management 

FIG: THE SABSA LAYERS MODEL ALIGNED TO CHECK POINT WORKSHOP RESOURCES 

WORKFLOW 

The following graphic shows a typical workshop engagement workflow, where assessment and architecture are executed to 

arrive at a unified set of recommendations tailored to requirements and aligned with expectations.  
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CORE SERVICES  

The following services are considered core and are made available to the whole market, and in order to help position these 

complimentary services with internal client teams, we have created the following matrix. 

  

Workshop C-suite teams 
Architectural 

Teams 

Operational 

Teams 
GRC Teams 

Security Architecture Workshop  YES YES  

Digital transformation/ Cloud Workshop  YES YES  

Cyber Risk Assessment YES   YES 

CISO Advisory YES    

 

 

Security Architecture Workshop is a security architecture-focused engagement that starts with a technology gap 

analysis before moving into a detailed analysis of the client's architectural goals and challenges. The Cyber security 

architecture and design workshops focus on providing a practical examination of the "as is" and "to be" architecture and 

deliver design and architecture advice to help align with best practices and strategic goals.   

 

The workshops baseline the current and desired state architecture against our own Enterprise Security Reference 

Architecture Framework (CESF), as well as open standards such as Zero Trust, the output of which is delivered in our 

written report that includes bespoke design blueprints and recommendations and a "journey" roadmap. 

 

Covered topics include: 

 

 GAP Analysis 

 SDN data centre modernization 

using VMWare NSX-T / Cisco 

ACI / Arista  

 Technology Adoption  

 Zero Trust extended 

segmentation principles  

 Operation modelling  

 Security Automation and 

Orchestration (Isaac / SECaaC) 

 Mesh Architecture 

 Hyper-scale hyper-converged 

data centres 

 Hybrid architecture 

 Cloud operating models for data 

centre modernization 
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Cloud Transformation Workshop is primarily focused on adopting public and private cloud technology, as well as a 

forum to discuss the operational challenges of cloud adoption. In addition, the session includes a detailed discussion on 

specific platform competencies and shares our experience with global cloud adoption trends and experiences. 

 

The consulting team also leverages architectural models such as CNAPP and the 4Cs model to map our 

recommendations to standards used within our clients' DevOps and DevSecOps teams.

 Cloud security design 

 Cloud security posture assessment  

 Hybrid Cloud and Data Center transformation 

 Cisco ACI / NSX-T   

 SASE/SD-WAN  

 DevOps /CI-CD/K8s security  

 Automation Labs 

 

 
FIG: Check Point Cloud Transformation workshop 

 
Cyber Security Risk Assessment assesses how well your organization is currently performing in compliance 

with existing or future GRC framework(s). Stakeholders are primarily Governance, Risk, Compliance, CISO, CTO, 

and CFO.

 Baseline existing state cybersecurity strategic 

goals to tactical objectives review current 

policies 

 People, process and technology gap analysis, 

along with a roadmap of priorities and 

recommendations 

 Planning and adoption of new cyber security 

GRC standards and frameworks (NIST CSF, 

NIST 800-53, NIST RMF, CIS, CSA CMM) or 

seeking to advance the organization's cyber 

security maturity level. 

 

 

 

 

 

 

 

 

 

 

 

 

 MITRE Att&ck mapping and reverse control 

mapping  

 "five-by-five" cyber risk matrix 

 Development of Cyber security risk 

management and risk register programs 
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RESULTS AND DELIVERABLES  

Upon completing this engagement, Check Point delivers an in-depth 

analytical report, including priorities and recommendations to reduce 

risk, close gaps in security controls, business-driven results for cyber 

security effectiveness, and a vision for improving security architecture. 

In addition, we deliver a current baseline state to CESFv2 and SABSA 

frameworks and provide best practices and recommendations to align 

design and architecture to your desired future state.  

 

Check Point recommendations also address ways to lower operational 

costs, consolidate controls and areas suitable for automation and 

optimization, and improve security operations from maintenance, 

monitoring, and management.  

 

Other topics covered include: 

 Technology GAP Assessment and Analysis 

 Cyber Security Risk Matrix (Assessment only) 

 Detailed findings and recommendations 

 Risk treatments (Assessment only) 

 Bespoke design patterns 

 Architecture roadmap and plan 

 Zero Trust planning 

 

 

 

 

 

 

 

 

 

 

 

 

LEARN MORE AND BOOK ENGAGEMENT 
https://www.checkpoint.com/support-services/security-consulting/ 

As part of the reporting process 
the architecture team will map 
the findings and 
recommendations to a 
customized governance 
framework and security roadmap 
in order that improvements can 
be prioritized. 
 
Visualization of where effort and 
spend should be directed is 
important when embarking on 
long term strategic goals such as 

Zero Trust. 


